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“
The greatest victory is that 
which requires no battle. 

Sun Tzu, The Art of War

”
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EXECUTIVE SUMMARY

Is your organization aspiring to continuously protect your assets for your staff, clients, and partners? Does your organization have capable information security 
teams which are armed with documented policies and processes to increase the resilience of your organization from a cyber-attack, and to mitigate the risk of a 
potential catastrophe? 

Today’s threat landscape makes it essential to instill confidence internally and externally. This requires coherence across the organization, from your network 
administrators all the way up to the CISO. With the drastic changes to our threat landscape and the evolution of how we perceive cyber risk globally, organizations 
are facing bigger challenges to secure and protect their assets, with the challenges of tomorrow quickly approaching. Cyber risk is expanding dynamically, and is 
affecting organizations globally, slated to lose 6 trillion USD by 2021.

The recent 2017 Equifax Breach led many experts to believe that while Equifax’s cybersecurity teams did all that was possible to maintain the integrity of their 
security, using the tools and techniques available, their leadership did not take proper action at the executive level to update the patch required to secure their data.  

Sadly, this is not uncommon. This is a fundamental flaw in how organizations still react to cybersecurity at the executive level. With missing or poor communication 
processes, divergent interests across various departments in an organization, and the failure to adopt a risk-based approach to cyber security, organizations tend to 
fail in securing their assets even when compliant to various standards such as the ISO 27001! 

There should be no disconnect between executive teams, operations teams, and information security teams when it comes to mitigating security threats.

Organizations must have a holistic approach to securing their practices, policies, and staff at all levels in effort to become more secure. A large part of this 
entails rigorous internal training, but also specific job role focused training, often offered in the form of globally recognized industry certifications. These industry 
certifications offer employees the chance to validate & benchmark levels of knowledge against global information security standards. With industry certifications, 
qualified professionals are equipped with the latest threats, tools, tactics, technology, and knowledge in their fields. EC-Council offers a consultative approach 
to strategic partnerships for today’s most common job roles in Network Defense, Penetration Testing, Programming, Ethical Hacking, Digital Forensics, Executive 
Leadership and more. Organizations can now rely on EC-Council’s consulting, certification training, technology, and strategic planning to cover all aspects of 
Cybersecurity at Fundamental, Intermediate, Core, Advanced, Expert, Specialist, and Executive levels.

EC-Council understands the challenges and responsibilities of securing enterprise organizations the proper way within each specific vertical and job role. EC-
Council’s experienced teams will ensure that your teams understand how to implement proactive measures to regulate compliance, skills shortages, technology 
shortages, personnel training and development, succession planning, all within affordable budgets. The goal of ensuring a long-term sustainable model is critical 
to the success of both the organization and EC-Council. In this proposal, we will address the need to equip your organization with quality security leaders, but also 
address the importance of designating a qualified team that can function successfully in each security domain within an enterprise information security culture. This 
will comprehensively align and add structure for your CISO, effectively securing your organizations security practices.

 THE BEST TIME TO PREPARE YOUR ORGANIZATION FOR CURRENT AND FUTURE THREATS IS TODAY!
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THE PROBLEM TODAY

Industries often have a complex network infrastructure with various elements and resources belonging to different vendors and partners. This includes, but is 
not limited to proprietary applications, operating systems, tools, protocols, and more making it challenging to successfully support and maintain these resources 
within a single organization. This often leads to outsourcing network monitoring responsibilities to outside vendors which adds to the complexity. Adding structure 
to an internal organizations security functions is an emerging focus within enterprise information security that must be addressed. These are just some of the key 
challenges in ensuring the effective overall stability of an organization’s security.

CISO’s constantly struggle with building and maintaining a security infrastructure that effectively reduces the enterprise information security risk. Internal teams 
also often lack the understanding of information security from a business relevance perspective. 

Organizations need teams that understand Information Security from the perspective of a strategist, so they can drive business and align their cyber risk strategies, 
integrate with the business to educate, advise, and influence activities with cyber risk implications. They need technologists who assess and implement security 
technologies and standards, and guardians who understands the global threat landscape and manages the overall cyber risk programs.

Traditionally, information security teams lack the necessary core skills that are required to manage the information programs of a large organization. The team must 
be in sync with their leader, the CISO, who is responsible for security architecture, compliance and audits, legal and human resource, risk management, budgeting, 
security operations, and much more. 

As a result, organizations often hire expensive consultants, rather than training or building their existing internal teams from within. These consultants often charge 
upward of $500.00 per hour on average. They submit their security recommendations which are seldom fully implemented, or if implemented, successful without 
spending further consulting dollars; in spite of the organization’s best intentions. Organizations also typically lack resources and experienced personnel to effectively 
“ask the right questions” to the vendors and/or consultants to ensure that they get the best ROI from their projects.  This results in exposure and “blind spots” to 
network attacks, vulnerabilities or standard patches we often hear affect top organizations around the world. At EC-Council, we believe the solution to this problem is 
clearer than most believe.

In conclusion, organizations require teams that can embed an information security culture from the ground up. Organizations also must understand information 
security from the perspective of the security team in order to work in tandem with the Chief Information Security Officer.
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THE SOLUTION

Due to the challenges listed above, EC-Council developed the Certified Chief Information Security Officer (CCISO) training and certification. We can now effectively 
help enterprise organization’s align their governance, audit, risk, management, and information security core strategies with their business objectives and budgets, 
while reducing risk and exposure.

EC-Council works with organizations globally to make training resources available at a fraction of the cost as compared to outsourcing these resources.  Years of 
research and development within EC-Council on information security training and development portfolios have been endorsed by entities across the globe from U.S. 
Pentagon to fortune 500 companies. EC-Council has developed the world’s only CCISO program, that prepares executive management teams to align with the CISO 
to secure organizational practices and processes. 

The CCISO certification is an industry leading program that recognizes the real-world experience necessary to succeed at the executive levels of information 
security. Bringing together all the components required for C-Level positions, the CCISO program combines audit management, governance, IS controls, human 
capital management, strategic program development, and the financial expertise vital to leading a highly successful information security program.

ABOUT THE PROGRAM

DOMAIN ONE DOMAIN TWO DOMAIN THREE DOMAIN FOUR DOMAIN FIVE

Governance 
(Policy, Legal 
& Compliance)

IS Management 
Controls & 
Auditing 
Management

Management- 
Projects, 
Technology, &  
Operations

Information 
Security Core 
Competencies

Strategic 
Planning and 
Finance

Material in the CCISO program assumes a high-level understanding of technical topics and does not spend time strictly on technical information, but rather on the 
application of technical knowledge of an information security executive’s day-to-day work routine. 

CCISO aims to bridge the gap between the executive management knowledge that CISO’s need and the technical knowledge that many aspiring CISO’s have. This 
gap is highly critical as practitioners strive to move from mid-management to executive management roles. 

The CCISO training program can be the key to a successful transition to the highest ranks of information security management.
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MAPPING OF DOMAINS WITH THE REQUIRED COMPETENCIES

S.  NO. COMPETENCIES REQUIRED CCISO DOMAINS MAPPED

1.

BUSINESS ENABLEMENT 
 » Risk management & integration cost related to Mergers and Acquisitions
 » Strategy & guidelines, compliance, incident handling related to cloud
 » Policies and procedures related to mobile technology
 » Processes related to business continuity, partnerships and disaster recovery
 » Policies and guidelines related to vendors, infrastructure audits, application security, disaster recovery posture and application architecture

Domain 1: Governance

2.
PROJECT DELIVERY LIFE CYCLE

 » Understanding the requirements of a project, design, testing (security related), certifications and accreditations (related to the project)
Domain 3: Security Program 
Management & Operations

3.
SECURITY ARCHITECTURE

 » Network segmentation, Application Protection, Defense in depth, remote access, encryption technologies, multiple cloud vendors
Domain 4: Information Security Core 
Concepts

4.
COMPLIANCE & AUDITS

 » Standards like PCI DSS, ISO 27001, Cyber risk framework, and other audits
Domain 2: Security Risk Management, 
Controls and Audit Management

5.
LEGAL & HUMAN RESOURCE

 » Data discovery, vendor contracts, investigations and forensics

Domain 3: Security Program 
Management & Operations. Domain 5: 
Strategic planning, finance & vendor 
management

6.
RISK MANAGEMENT

 » Managing vulnerability, physical security, ongoing risk management, pen-testing, methodologies, policies and procedures, access control, 
data loss prevention, and similar parameters

Domain 1: Governance

7.
SECURITY OPERATIONS

 » Threat prevention, detection and incident management related issues
Domain 3: Security program 
management & Operations

8. BUDGETS (STRATEGIC PLANNING) AND FINANCE Domain 5: Strategic Planning, Finance 
and vendor Management
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Governance (Policy, Legal 
& Compliance)

IS Management Controls & 
Auditing Management

Management- Projects, 
Technology, &  Operations

Information Security Core 
Competencies

Strategic Planning and 
Finance

Domain One

Domain Two

Domain Five

Domain Three

Domain Four

35%

23%

11%

55%

15%

25%

20%

22%

64%

25%

10%

80%

6%

50%

10%

10%

65%

19%

21%

33%

40%

40%

60%

60%

20%

Security professionals and consultants working for public or private organizations need these skills. The most 
effective way of acquiring such skills is through EC-Council’s CCISO program. An outsourced professional with 

such training would cost upward of $150,000.00 annually!

 o CCISO program was designed by CISOs

 o CCISO program comprehensively covers the CISO job roles, much better than any other certification available in the market. 
See coverage below: 

ADDITIONAL REASONS FOR A SECURITY PROFESSIONAL TO BE CCISO CERTIFIED INCLUDE:
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The Executive Leadership Gap

Management
Knowledge

(framework)
ITIL

COBIT
NIST

Technical
Expertise
(checkbox)
CISSP
GIAC
CASP

STRATEGY
(risk-based)

CCISO

 o CCISO fulfils the executive leadership gap. The challenge for 
CISOs is that a compliance-based approach does not address 
the actual security risks faced by their organizations.

ADDIT IONAL REASONS TO BE CCISO CERTIF IED

 o CCISO is a globally recognized certification

 o CCISO is American National Standards Institute (ANSI) Accredited 
 https://ciso.eccouncil.org/cciso-program-receives-ansi-personnel-certification-accreditation/

 o Seasoned executives and practicing CISO instructors available with decades of experience

 o CCISO job role domains are mapped to the National Initiative for Cybersecurity 
Education(NICE) framework, or NCWF
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THERE ARE THREE PATHS TO ATTAINING THE CCISO DESIGNATION:

1.  SELF-STUDY

2.  ONSITE  TRAINING

3.  E ISM: THE ASSOCIATE CCISO PROGRAM

Self-Study services are available to individuals 
who possess the requisite information security 
management experience. Self-study candidates 
must submit the Exam Eligibility Application proving 
they have at least five years of experience in each of 
the five CCISO domains.

Onsite training services are open to anyone 
interested in taking CCISO training. Official CCISO 
training is required for applicants who do not 
meet the requirement for self-study (above). Once 
training has been completed, applicants that wish 
to sit for the CCISO exam will be required to fill 
out and return the Exam Eligibility Application, 
identifying that they also have 5 years of IS 
management experience in at least 3 of the 5 
CCISO domains. Applicants who do not meet these 
requirements have the option of sitting for the EC-
Council Information Security Manager (E|ISM) exam 
as part of the Associate CCISO Program. 

Candidates who do not yet have 5 years of Information Security experience in at least 3 of the 5 CCISO 
domains can still pursue a management certification to help propel their careers and put them on fast track 
toward obtaining the CCISO certification. The EISM exam is a light version of the CCISO exam, testing 
the fundamentals of information security management. EISM students must attend CCISO training prior 
to attempting the EISM exam. However, there are no experience requirements for the EISM exam. The 
courseware and training programs are the same as those of the CCISO program. Imagine being able to push 
your Information Security career forward using the same resources that seasoned executives use globally! 

EISMs can apply for the CCISO program once they have acquired five years of experience in three of the five 
CCISO domains, and will receive the following: 

 » Waived Eligibility application fee  

 » Half priced CCISO exam  

CCISO BODY OF KNOWLEDGE

The CCISO Body of Knowledge is a comprehensive text that covers all five 
of the CCISO Domains in depth, written by high-level information security 
executives from an array of industries. The CCISO Body of Knowledge is an 
indispensable guide for the executive-minded IS practitioners who strive 
for a well-rounded information security training.
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EC-COUNCIL  CCISO TRAINING

EC-Council’s CCISO training is delivered only by exceptionally qualified instructors and relies on instructor knowledge and experience in the industry to apply the 
executive level experiences and challenges presented. Our instructors walk students through different scenarios and challenges that may face high-level executives 
leading an information security program. 

Material in the CCISO program assumes a high-level understanding of technical topics and does not spend much time on strictly technical information, but 
rather on the application of technical knowledge to an information security executive’s day-to-day work. CCISO aims to bridge the gap between the executive 
management knowledge that CISO’s need, and the technical knowledge that many aspiring CISO’s have. This can be a crucial gap as a practitioner endeavors 
to move from mid-management to upper management roles. The CCISO training program can be the key to a successful transition to the highest ranks of 
information security management. 

Some of our CCISO instructors include:

BURGESS COOPER
Partner Information & Cyber Security 

Ernst & Young

JOE VOJE
2017 Top 100 Global CISOs 

Former CISO - City of San Francisco

JUAN GOMEZ-SANCHEZ
CISSP-ISSAP, CISM, CCISO Chief 

Security Officer at Lennar

DAMANJIT SINGH UBEROI
Cyber Security/Risk Professional

JASPREET SINGH
Partner - Cyber Security at EY

MADHUR VERMA
Senior Manager at EY

SATISH WARRIER
CISO Stockholding Corporation of India Ltd.   

General Education Academy, Chembur
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CCISO TRAINING CLASSES ARE
HELD ALL OVER THE WORLD
To see our training schedule, visit:

https://ciso.eccouncil.org/ciso-training-schedule/

UPCOMING 
INSTRUCTOR LED 
CLASSES IN THESE 
COUNTRIES:

FEBRUARY 2018

 » Romania

 » USA

 » Poland

 » Toronto 

MARCH 2018

 » USA

 » England

 » Portugal

 » France

 » Taiwan

 » Spain

 » Ireland

APRIL 2018

 » USA

 » Indonesia

 » South Africa

 » Bulgaria

 » Vietnam

 » Spain

JUNE 2018

 » France

 » United Kingdom

 » Vietnam

 » Luxembourg

JULY 2018

 » USA

AUGUST 2018

 » USA

SEPTEMBER 2018

USA 

NOVEMBER 2018

 » USA

 » Luxembourg

DECEMBER 2018

 » USA

 » FRANCE
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CCISO DOMAIN DETAILS

D O M A I N  1 Governance

D O M A I N  2 Security Risk Management, Controls, & Audit Management

D O M A I N  3 Security Program Management & Operations

D O M A I N  4 Information Security Core Concepts

D O M A I N  5 Strategic Planning, Finance, & Vendor Management

C|CISOs are certified in the knowledge of and experience in the 
following C|CISO Domains:

Domain 1 – Governance (Policy, Legal, and Compliance) 
The first Domain of the C|CISO program is concerned with the following: 

 » Information Security Management Program  
 » Defining an Information Security Governance Program  
 » Regulatory and Legal Compliance  
 » Risk Management    

Domain 2 of the C|CISO program, one of the cornerstones of any Information 
Security program, is concerned with the following:  

 » Designing, deploying, and managing security controls  
 » Understanding security controls types and objectives  
 » Implementing control assurance frameworks  
 » Understanding the audit management process   

Domain 3 of the C|CISO program covers the day-to-day responsibilities of a 
CISO, including:  

 » The role of the CISO  
 » Information Security Projects  
 » Integration of security requirements into other operational processes (change management, 
version control, disaster recovery, etc.)

Domain 4 of the C|CISO program covers, from an executive perspective, the 
technical aspects of the CISO job, including:  

 » Access Controls  
 » Physical Security  
 » Disaster Recovery and Business Continuity Planning  
 » Network Security  
 » Threat and Vulnerability Management  
 » Application Security  
 » System Security  
 » Encryption  
 » Vulnerability Assessments and Penetration Testing  
 » Computer Forensics and Incident Response  

Domain 5 of the C|CISO program is concerned with the area with which 
many more technically inclined professionals may have the least experience, 
including:  

 » Security Strategic Planning  
 » Alignment with business goals and risk tolerance  
 » Security emerging trends  
 » Key Performance Indicators (KPI)  
 » Financial Planning  
 » Development of business cases for security  
 » Analyzing, forecasting, and developing a capital expense budget  
 » Analyzing, forecasting, and developing an operating expense budget  
 » Return on Investment (ROI) and cost-benefit analysis  
 » Vendor management  
 » Integrating security requirements into the contractual agreement and procurement process  

These five Domains of the C|CISO program translate to a highly knowledgeable, competent 
executive information security practitioner.
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CCISO EXAM INFORMATION

A R E  Y O U  
Q UA L I F I E D

TO  TA K E  T H E  
C C I S O  E X A M ?

Y E S

N O

Would you like 
CCISO Training 

before attempting 
the exam?

N O

Self Study
Fill out & submit the 

CCISO Eligibility 
application & pay 

processing fee

Once approved,
buy a C|CISO exam 
voucher & schedule 

your exam 

Y E S

Would you l ike 
in-person or 

onl ine training?
Attend training to 

take the EC-Council 
Information Security 

Manager (EISM) Exam 

Once you earn the 
years of experience 

required, submit your 
CCISO application & 
purchase a voucher 

at half price.

Onl ine Training In-person training

Once Training is complete,
submit certificate of completion and eligibility app 
to CCISO@eccouncil.org in order to obtain voucher 

(included with your training package)

The CCISO Exam was wri t ten by 
pract ic ing CISOs based on real- l i fe 
exper ience. Taking tra in ing is not a 
guarantee that appl icants without 
the required exper ience wi l l  be 
able to pass the exam! 

To earn the CCISO certification, every applicant must pass the CCISO 
exam covering all 5 domains, regardless of experience in each domain. 
The exam consists of 150 multiple-choice questions administered 
over a two-and-a-half-hour period. The questions on the exam require 
extensive thought and evaluation. The required cut-score for passing 
the CCISO exam is 72%.

EXAM FORMAT: MULTIPLE CHOICE

» Total number of questions: 150
» Exam duration: 2.5 Hours
» Required passing score: 72%

CCISO EXAM BLUEPRINT

For FAQs, please visit https://ciso.eccouncil.org/cciso-certification/ciso-faq/



14Information Security Training Services

CCISO IN  ACTION

EC-Council’s CCISO Program has over 2,000 participants from across industries and around the world. From our groundbreaking Certified CISO (CCISO) 
Program, to our high-level exclusive events, EC-Council CISOs come from around the world, including Hong Kong, Egypt, the Netherlands, Bangladesh, 
Canada, the Philippines, Ghana, Sri Lanka, China, Zambia, Nigeria, the UAE, Switzerland, Mexico, the United Kingdom, Iceland, and all across the United States. 
Past speakers include Erick Rudiak, CISO of Express Scripts; Gary Harbison, CISO of Monsanto; Karthik Swarnam, CISO of Trans Union; Amar Singh, CISO 
of News International; Curtis Levinson, US Cyber Defense Liaison to NATO; Erin Owens, CISO of Maxim Healthcare; Illyas Kooliyankal, CISO of Abu Dhabi 
Security Exchange; and many others.


